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1. Introduction

1. Since 21st of November 2022 a new remote certification system based on the
Chiron GUI application has been in operation for all certificates in the DOCert

system.

2. The Chiron GUI application requires to be installed on the user workstation.
3. Installation files of the Chiron GUI application are available at the

www.docert.nbp.pl website under the “Remote certification” tab.

4. The Chiron GUI user manual is accessible at the

www.docert.nbp.pl website under the “Instructions” tab.

5. A single Chiron GUI application services both production and test certificates
(there is no need to install separate applications for both types of certificates).

6. The Chiron GUI application connects to the DOCert system servers of the fol-
lowing addresses:

a. Test environment
i. 193.109.212.15:443
ii. 195.85.196.15:443
b. Production environment
i. 193.109.212.32:443
ii. 195.85.196.32:443

7. The traffic between the Chiron GUI application and the abovementioned ad-
dresses is encrypted— the use of SSL/TLS decryptors or similar devices may re-
sult in a lack of the possibility to generate/renew the certificate (we suggest ex-
emptions should be added on SSL/TLS decryptors).

8. The Chiron GUI application supports PROXY servers; configuration is possi-
ble from the application menu after it is started for the first time.

9. Application logs are stored in the log.log file placed in the catalogue in which
the Chiron GUI application has been installed (in the case of the Windows sys-
tem, the standard path is as follows: C:\Program Files(x86)\Chiron
GUI\log.log).


https://www.docert.nbp.pl/Homen.aspx?f=/srodeken.htm
https://www.docert.nbp.pl/Homen.aspx?f=/srodeken.htm
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2. Chiron GUI application

1) Starting the Chiron GUI application is possible from the operating system
menu or via a special icon on the desktop.

2) Upon each start, the application tries to connect to servers (see point 1.1) to
verify the configuration. If needed, the application will upload a new configu-
ration.

3) Application window.

& Chiron GUI — *

NARODOWY BANK POLSKI

Active program configuration: |Certyﬁkat produkcyjny j

Certificate renewal

Display information about card

PFX file recertification

Single-use code certification to PFX file

Certificate revocation

Proxy configuration

Language: =
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4) The active program configuration indicates if the certificates to be dealt with
are certificates issued by the production authority NBP CCK 2 (configuration

“Certyfikat produkcyjny”) or the test authority NBP CCK TEST 2 (configura-
tion “Certyfikat testowy”).

(=
NARODOWY BANK POLSKI
Active program configuration: |Certyfikat produkcyjny =
€ Chiron GUI - X
NARODOWY BANK POLSKI
Active program configuration:

2.1. PROXY configuration.

1) After the Chiron GUI application is started for the first time, the PROXY con-
figuration (if required) can be set using the menu.

a. none —no proxy;

b. system — configuration uploaded from the operating system;

c. config — entering data manually;

i. Host address,
ii. Port,
iii. Login and password (if required).



Chiron GUI — user manual

E Proxy settings ? >
Proxy settings nore ____________|d
Host address |
Paort |
Login |
Password |

OK Cancel

2.2. Certificate renewal (smart card).

1Y)
2)
3)
4)
5)

6) Enter PIN for the card;

Enter the smart card into the card reader;

Start the Chiron GUI application;

Select the required environment (Test certificate or Production certificate);
Select “Renew the certificates stored on the smart card”;

If more than one card reader is installed on the computer, the application will
ask you to select the card reader together with the card on which the certificate

to be renewed is stored;

(=

Choose the card reader

|Athena ASEDrive V3C 0 =l

ENIGMA

oK Cancel




7)
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Certificate name Token name Certification schema Status
EMAILADDRESS=cck@nbp.pl, - < -
JQN;WyﬂZia',lK_Q;Wydzia' K, C=PL_ IDProtect#354800251E244D31 KARTA jeden klucz [ Generating new certificate...
€ Centaur C ?

Enter PIN

Please enter the PIN for token IDProtect#354800251E244D31:

|I| Cancel

Certificate name Token name Certification schema Status
1 mﬁ*“gﬁ;ﬁ%ﬁ:@%gﬁ;fk CopL |IDProtect#354800251E244D31 KARTA jeden klucz @ The certificate was successfully updated.
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2.3. Display information about card.

1) The option enables the display of the information about the certificates and
keys stored on the card;
2) When you select the option the following window will pop up:

€

Reader

Athena ASEDrive V3C 0 | Status: Not logged in
Token

|DProtect=354800251E244D31 ~]

ulMaxSessionCount : 1000 ulTotalPublicMemory + 4294967295
label + IDProtect#354800251£244D31

ulSessionCount i1 ulFreePublicMemory + 46784
manufactuerlD : Athena Smartcard Solutions

ulMaxRwSessionCount : 1000 ulTotalPrivateMemory 1 4294967295
model + IDProtect

ulRwSessionCount :0 ulFreePrivateMemory 1 46784
serialNumber + 354800251E244D31 o = hards . e

ulMaxPinLen iR ardwareVersion t L
flags : 0x0000040d

ulMinPinLen i4 firmwareVersion :+2.00

L) Certificate podpis =) Key identifier

TF05714F288478B75F2EE057758A683EFOE353DE
=I- Basef4 encoded certificate
MIIFIDCCAwigAwIBAgIIAOHPYIShD4MwDQYIKoZIhveNAQELBQAWgYox CzAJBgNV...
Issuer
Country: PL
Locality: Warszawa
Organization: Narodowy Bank Polski
Organizational unit: Testowe Centrum Certyfikacji Kluczy NBP
Common name: NBP CCK TEST2
=) Subject
Country: PL
Organization: Wydziat IK
Common name: Wydziat IK
Email address: cck@nbp.pl
Validity period
Valid from : 2022-11-24 13:29:26 (UTC)

Lal Certificate urzad

Valid to : 2027-11-24 23:59:59 (UTC)
Certificate version

=1 Serial number
0341CFCAS54A10F83 (HEX)

=l Key usage
signing,non-repudiation,

Save to file

3) The following operations are possible using the window:
a. Logging in to the card;
b. Viewing certificates and keys;

c. Generating a report from the card content (Save to file).

2.4. PFX file recertification

1) The option enables renewal of the certificate stored in the form of a file with

extension .p12 or .pfx;
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2) Select the file containing the certificate to be renewed;

€ Please select a PKCS#12 format file
Look in: I D:\TEST j (IS I+ @ @
! My Computer Name ISize lType lDate Modified l
Greg (3 BNp12 2.89KiB pl2File 24.11.2..2 14:31
File name: I Open

Files of type: IP12 (*.p12) :_I Cancel

4

3) Enter the password to the file selected in point 2 above;

[ € _entaur Chiron

Enter password

Enter password to the file

4) Indicate the path and the name of the file in which the new cryptographic keys
and the certificate are to be stored. The password to the new file will be the same

as the password entered in point 3 above.

n PKCS#12 file recertification successful

OK
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2.5. Single-use code certification to PFX file.

1) The option enables the generation of a new certificate using a single-use code.

When you select the option, the following window will pop up:

& Centaur Chiron ? >
Single-use code

Enter the single-use code:

oK Cancel |

2) Enter the received code (in a single string of characters; letter case is irrelevant);

3) Indicate the path and the name of the file in which new cryptographic keys and
the certificate are to be stored;

4) Enter the password to protect the generated cryptographic keys and the certifi-

cate.

£ Centaur Chiren ? *
Enter new password

Enter new password:

Enter new password again:

I Display password

oK Cancel
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2.6. Revoke user’s certificate.

1) The option enables revocation of all user certificates issued in the DOCert sys-
tem;

2) NOTE: This option is available only for selected IT systems and certain types
of certificates;

3) To revoke certificates, enter the data received in the User Registration Point;

E Certificate revocation user info ? *

Logir:

Password:

0K Cancel

4) Confirm by clicking OK.
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